FAQs about security and privacy of using Zoom for online teaching

During the coronavirus pandemic, many courses are conducted online with the elearning platforms of the
School: Moodle as Learning Management System; Panopto as video and class recording system and
Zoom as real-time online classes . In view of recent security concerns of using Zoom, the School has
introduced all necessary security measures to ensure the protection of data privacy for both the meetings

and participants as stipulated below.

1. What are the security measures of the online classes using Zoom?

A list of security measures is adopted by all teachers in managing the meetings and
participants securely.

The participants are verified and checked to ensure no uninvited participant.

The computers and the Zoom clients/apps are updated with latest versions and
protected with all necessary security settings and software to prevent attacks from
known vulnerabilities to ensure the protection of data of meetings and participants.

Detailed security measures and good practices are included in “Guideline and Suggested

Actions in using Zoom Securely for teachers, CUSCS”

2. As a participant of an online class, what are the suggested actions to ensure the protection of
my privacy?

Do use the latest version of Zoom clients/Apps and other software
Do verify the Meeting Invitation Links and Ignore all suspicious Meeting Invitation Links
Do review the security settings of your computer or device
Do keep your privacy

o Do not share any personal information in online meetings

o Only use your camera when required.

o When using camera, use virtual background of Zoom to hide your actual

background

3. Will the participants (students) have the control over their microphone and camera?

Participants can have the control over their microphone and camera.

If a participant has turned his/her microphone and camera off, no one can turn them
on, but only that participant.

The host of a meeting (teacher) cannot turn on the microphone and camera of a
participant if they have been turned off by that participant.

4. What information is being kept by Zoom?

Refer to Zoom’s privacy policy, Zoom only keeps basic information under user account profile

information, including only: email address, user password (encrypted) and name. Please visit

https://zoom.us/privacy for more information about Zoom’s privacy policy.
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